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LIST OF ABBREVIATIONS

BPCS . Basic Process Control System
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The SIL Platform is an independent group of experienced users or adopters of the SIL philosophy,
according to the IEC standards 61508 and 61511, in the Dutch process industry. The SIL Platform is
linked to the Royal Dutch national standardization committee NEC 65 that follows the international
work of [IEC/TC65, industrial measurement, control, and automation.

At the time of release of this document, over 50 people, representing end-users, engineering companies, suppliers, manufacturers, and
consultancy firms, are members of the SIL Platform. They frequently get together to share specific topics and challenges that occur when
implementing SIL in applications in the process industry. One of which is the correct use of risk levels and matrices. This paper explains
the adoption of a Safety Requirement Specification.

The SIL platform receives questions on how to deal with different safety
issues, especially how to handle the 29 positions requirements of the
Safety Requirement Specification as defined in the

NEN-EN-IEC 61511-1:2017 further indicated as IEC 61511-1.

An SRS Working Group was formed with the task of formulating a guideline:

I Make a clear and understandable description of the requirements of the SRS (Do's and do not’s).

I Indicate in a transparent way, preferably by using templates, how to deal with the various require-
ments as mentioned in the SRS.

I [f possible, give practical examples how to deal with challenges.

I Give examples specifying advantages and disadvantages of practical tools available in the market.

Members of the SIL platform have provided technical support to the work group while writing the guide,
and also reviewed the final version.
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GENERAL
g DESCRIPTION

A Safety Requirement Specification (SRS) is a document in which specific requirements of a Safety

Instrumented Function (SIF) are collected.

This document describes the process of how to design, build and
achieve a Safety Instrumented Function which conforms to the SRS
as described in the IEC 61511-1. Safety functions which are not
Safety Integrity Level (SIL) rated, shall be limited to the Basic Pro-
cess Control System (BPCS) and shall not be mixed with SIL rated
safety functions.

In this SRS the details of the various process conditions must be
specified by quantitative terms whenever possible. These specific

process conditions shall be collected by studies like PHA, PSA,
HAZID, HAZOP and LOPA and filled in the SRS document / format.
In addition, the SRS shall contain or refer to all functional and
integrity requirements for each SIF of the Safety Instrumented Sys-
tem (SIS). After completion, the SRS shall be the main reference
document to design, install, verify, validate and operate the sys-
tem.

BUILDING A SAFETY REQUIREMENT

SPECIFICATION

The creation of the SRS is part of the Functional
Safety Management plan. Developing an SRS
will give additional input to the definition of the
safety related scope and costs.

When setting up an SRS it is of utmost importance to ensure that
all collected information is clear and complete, there should be no
ambiguity and potential for misinterpretation of the mentioned
data and requirements. Especially related to the safety related
applications, it is critical to use abbreviations. A list of abbrevia-
tions needs to be provided with a definition as clear and concise
as possible.

The IEC 61511-1 standard gives normative requirements when writ-
ing an SRS; the standard requires for each SIF an intend and
approach of 29 specific positions. These 29 positions in the SRS
documentation shall provide all information to design the SIF's and
to meet the specific SIL requirements of the various safety loops
(IEC 61511-1, Ed. 2.0, Section 10.3.2).

Unfortunately risks like software patching, updates, human factor,
cyber security and unexpected software related failures are not
included in the mentioned 29 requirements.

An SRS is completed in two sections:

P Generic part for the SIS.
B Specific part for each SIF.
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Figure 7: SIS safety life cycle
phases and FSA stages

' Typical direction of information flow

No detailed requirements given in this
standard

- Requirements given in this standard

NOTE1: Stages 1through5inclusive are defined
in5.2.6.1.4

NOTE2: Allreferences aretoPart1unless
otherwise noted.

For the various mentioned Lifecycle Phases
reference is made to figure 7, a copy of SIS
safety life cycle phases and FSA stages in
the IEC-61511-1.

The following section
discusses phases 3 to 8.

Lifecycle Phase 3:

SRS, Preliminary

The SRS is filled with the information col-
lected from safety studies like HAZOP,
HAZID, PHA and LOPA. A practical guide to
check the completeness of the collected
information can be found in the 29 require-
ments as mentioned in the [EC61511-1.

The SIS requirements shall be expressed

and structured in such a way that they are

B clear, precise, verifiable, maintainable,
and feasible.

B written to aid comprehension and inter-
pretation by those who will utilize the
information at any phase of the safety
life cycle.

The quantified numbers shall give concise
and clear information about the process,
which will avoid misunderstanding and mis-
leading interpretations. Some typical exam-
ples of information that can, and must, be

8

Hazard and risk assessment

Clause 8
1|
Allocation of safety
functions to protection
layers - Clause 9
- | Y

Stage 1

Design and development of
other means of risk reduction
Clause 9

Stage 2 .

Stage3

Stage4 .

Stage 5 .

clearly numerically expressed are: Required Risk Reduction Factor (RRF) and SIL, demand
rates, proof-test intervals and test coverage factors, SIF response time, process safety
time, process measurements and accuracy, trip point, mean time to restoration, mean
repair time, etc. The SRS documentation shall contain all the functional and integrity
requirements related to each and every SIF of the system. Before the design and engi-
neering can be started, the Preliminary SRS should be subject of a review or Functional
Safety Assessment (FSA) per SIF and for the entire SIS.

Lifecycle Phase 4: SRS, Basic (Design and engineering)

In the "design and engineering phase’ the technical design is checked against the
requirements as specified in the SRS. Both the requirements from the IEC standard and
the SRS shall be met with proven traceable evidence. In addition, the required System-
atic Capability, the planned procedures, techniques, and measures shall meet the
requirements and will have been applied effectively.

Lifecycle Phase 5: SRS, Final (Installation, commissioning and
validation)

Before Installation and commissioning, a verification of the design needs to be done
against the updated SRS to verify that the SIF is effective in preventing the identified
hazard scenarios as part of the FSA.
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Lifecycle Phase 6: SRS, Final (Operation and
maintenance)

The SRS shall-be updated with the relevant information collected
during the design, detailed engineering phase, and after the com-
missioning phase. Any change that could affect the hazard rate,
demand rate, consequences or the response of equipment must be
checked. Even small modifications may have an impact on the risk
reduction requirements. Any additional identified hazards shall be
reviewed for example by the HAZOP team and shall be solved. Dur-
ing the writing of the SRS the SIL should meet the requirements for
the specific SIF meeting the Safety Life Cycle. The related informa-
tion should be collected from various parties, like suppliers and
stakeholders who could be responsible for parts of the SIF. The SIL
of the SIF as described in the SRS can be maintained with the col-
lected information.

Lifecycle Phase 7: SRS, Temporary (MOC)

Any deviation on the process has to be checked for impact on the
SRS to ensure the risk reduction specified for each SIF is not com-
promised. All related documentation like construction and instal-

RESPONSIBILITIES

Responsibilities over the different SRS
Lifecycle Phases:

Process
Safety
Engineer

IEC61511-1 SIS
Specialist

Poject Plant
Manager

Operations Maint/Elec

ED2 Clause SIS Manager Rep Rep

Clause 10 - SIS safety

requirement specifi-
cation (SRS)

Tasks

Descriptor

R Responsible (also recommender)

Responsible delegated to assist in the work required (see also Support)

Accountable (also approver or final approving authority)

lation drawings, engineering specifications and procedures are to
be reviewed for consistency with the goal to ensure all identified
risks are mitigated to a tolerable level. The SRS shall be verified at
the detailed design HAZOP study where any changes or modifica-
tions to the system are documented, as part of a Management of
Change (MOC), and revision control procedures. The approved SRS
will now become part of the process safety information as a dem-
onstration of the risk analysis or functional safety assessment of
the system.

Lifecycle Phase 8:

SRS, Final (Decommissioning)

In the Decommissioning phase the control, the authorization and
the implementation of modifications, reference to the earlier
phases is made. This phase shall start before the modification
starts on site. It must be clear that the planned modification has
been properly planned and designed to identify possible hazards
and failures that could occur during the changes. This phase will
be completed by an FSA after the modification is completed and
the applicable SIF has been verified and validated.

Process

SIS System S! Construc- Project SIS FS Auditor FS Assessor
f Instrument
Engineer

; . (Clause (Clause
Engineer Engineer tion Contract 5.2.6) 5.2.6)

Those who do the work to complete the task. There is at least one role with a participation type of responsible, although others can be

A The one ultimately answerable for the correct and thorough completion of the deliverable or task, the one who ensures the pre-

Accountable

S Support

Support

c Consulted (sometimes consultant or counsel)
Consulted

| Informed (also informee)

Informed one-way communication.

requisites of the task are met and who delegates the work to those responsible. In other words, an accountable must sign off
(approve) work that responsible provides. There must be only one accountable specified for each task or deliverable.

Resources allocated to responsible. Unlike consulted, who may provide input to the task, support helps complete the task.

Those whose opinions are sought, typically subject-matter experts; and with whom there is two-way communication.

Those who are kept up-to-date on progress, often only on completion of the task or deliverable; and with whom there is just



MANAGEMENT OF

FUNCTIONAL SAFETY 1.2

Management of Functional Safety IEC 61511-1

Question description

5.2.1 General

The policy and strategy for achieving functional safety shall
be identified together with the methods for evaluating their
achievement and shall be communicated within the
organization.

Is the policy and strategy for development of SRS available?
Is the SRS development specification in place with details the
structure and requirements of the SIS?

Management of Functional Safety IEC 61511-1

Question description

5.2.2 Organization and Resources

Are all individuals responsible for and involved with SRS,
clearly identified and is the responsibility communicated
formally?
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REQUIREMENTS AND
EXPLANATIONS FOR THE SRS

The following section provides an explanation in English and Dutch on
the 29 SIS safety requirements as listed in the [EC 61511-1 clause 10.3.2

Explanatory note:

G Generic or universal requirements counts for all the SIFs and non-SIF related parts of the SIS.
S Specific requirements are described for each individual SIF.
G+S If both G and S are stated, special requirements also apply in addition to the general requirements.
SIS safety requirements IEC Explanation in English. Uitleg in het Nederlands.
by 61511-1 clause 10.3.2 What to do. Wat te doen. G5
1 A description of all the SIF neces- » Define in a concise description » Geef een bondige omschrijving
sary to achieve the required func- how each unsafe situation is recog- | hoe de veiligheidsfunctie de
tional safety {e.g., a cause and nized by the defined safety function | onveilige situatie detecteert en
effect diagram, logic narrative) and what actions are taken by this welke acties hij neemt om het S
safety system to eliminate this gevaar af te wenden. Leg dit vast in
threat. Record this action in a een beschrijving, cause and effect
description, a cause and effect dia- | diagram of logische schema's.
gram or a functional logic diagram.
2 A list of the plant input and output B (reate an overview of all field D Maak een overzicht van de sen-
devices related to each SIF which is | equipment that are part of the soren en actuatoren welke deel
clearly identified by the plant means | safety loop, like transmitters and uitmaken van de van de afzonderlijke
of equipment identification {e.g., actuators.ldentify the equipment by | veiligheid functies, identificeer deze
field tag list) giving the equipment a unigue tag objecten d.m.v. hun unieke tag code.
number. » Ingangen: opnemers {transmitters,
® Analogue and digital inputs: schakelaars et), terugmeldingen, S
detectors {transmitters, switches), alarmen.
position switches {open / closed), » Uitgangen: kleppen, pompen,
alarms etc. compressoren, ventilatoren, Circuit-
B Qutput: Valves, solenoids, pumps, | brekers, magneetschakelaars, alar-
compressors, fans, circuit breakers, | men etc.
relays, alarms etc.
3 Requirements to identify and take » Define a summary of possible » Geef een opsomming van moge-
account of common cause failures process conditions that could intro- | lijke invioeden {proces condities) die
duce a possible failure of one or de werking van twee of meerdere
more safety related components veiligheid componenten negatief
{common cause failures). Identify the | kunnen beinvloeden {Comman cause
Beta factor. For example, tempera- | failures). Denk hierbij aan temperat- s

ture, humidity, dirt, forming of
hydrates, vibrations, overvoltage
etc.

» How are these common cause
failures are identified?

uur invlgeden, vacht, vervuiling,
verstopping, bevriezing, kristal-
liseren, polymeriseren, trillingen,
brand etc.

P Hoe gaan we gemeenschappelijke
fouten identificeren?
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SIS safety requirements IEC

Explanation in English.

Uitleg in het Nederlands.

No. 61511-1 clause 10.3.2 What to do. Wat te doen. G/S
4 A definition of the safe state of the | B For each safety function a safe » Definieer voor elke afzonderlijke
process for each identified SIF, such | state must be defined to eliminate veiligheidsfunctie de veilige staat
that a stable state has been the dangerous situation for the pro- | waar het proces naar toe gebracht
achieved and the specified hazard- cess. {stop supply line, stop heating, | moet worden om een gevaarlijke
ous event has been avoided or suffi- | stop drain, release pressure, start situatie af te wenden. {Stop toevoer,
ciently mitigated coaling down etc.). stop verwarming, stop afvoer, druk
® Define in detail under which con- | ontlasten, drainen, koelen, killer
ditions {clearly formulated and mea- | doseren, spoelen, etc.)
sured) a safe condition is achieved, | ®» Geef aan onder welke voor- S
and how the danger is reduced or waarden {helder geformuleerd en
mitigated in such way that the meethaar) de veilige proces condi-
actual situation is acceptable. ties zijn bereikt en hoe de gevaar-
® Define the safest situation in each | lijke situatie daarmee is afgewend
phase of the process. dan wel voldoende gemitigeerd.
» Beschrijf wat de meest veilige
situatie in elke fase van het proces
is.
5 A definition of any individually safe | ® Define if applicable which combi- | ® Geef aan, indien van toepassing,
process states which, when occur- nation of process conditions could welke proces condities bij gelijktijdig
ring concurrently, create a separate | create a dangerous situation if these | optreden een gevaarlijke situatie
hazard (e.g., overload of emergency | occurred at the same time. For creéren. {Te denken valt aan: Over-
storage, multiple relief to flare sys- | example, overloading and activating | vullen van noodopslag, gelijktijdig
tem) a release at the same time. aanspreken van aflaten naar het S
» Describe the possible secondary | afblaas systeem).
impact / consequences of the action | ® Beschrijf wat de secundaire geval-
of the SIF gen kunnen zijn van het ingrijpen
door de SIF.
6 The assumed sources of demand and | ® What are the possible reasons for | » Wat zijn de oorzaken voor het
demand rate on each SIF a demand of a safety function? aanspreken van de veiligheidsfunctie
® Give an indication of the possible | en wat is de verwachte frequentie
frequency of the demand. van aanspreken.
» How do we define the demand » Welke bron {database) wordt §
rate of the event? gebruikt voor het bepalen van ernst
van het event
7 Requirements relating to proof test | ® How often can we, or should we » Hoe vaak kan of moet de functio-
intervals test the system? nele test worden uitgevoerd. S
8 Requirements relating to proof test | B Are special requirements defined | B Zijn er aanvullende eisen voor het
implementation to execute the functional tests? uitvoeren van de functionele test.
®» What are the basic conditions to | ® Wat zijn de voorwaarden voor het
execute the test? uitvoeren van de functietest.
» What are the test conditions? » Wat zijn de testvoorwaarden.
» Can or do we have to execute the | B Kan en of moet de test tijdens
test during normal operation? bedrijf worden uitgevoerd. g

®» How do we interpret the test
results?

» Who is approved to validate the
test results?

P Is the aging time of the installed
components in line with the proof
test interval?

» Hoe worden de testresultaten
beoordeeld.

» Wie mag de testresultaten
beoordelen.

P Is de levensduur van de compo-
nenten in overeenstemming met de
testinterval.
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SIS safety requirements IEC

Explanation in English.

Uitleg in het Nederlands.

No. 61511-1 clause 10.3.2 What to do. Wat te doen. G/S
9 Response time reguirements to bring | ® What is the time limit to bring the | » Welke tijd is maximaal beschik-
the process to a safe state within process in a safe state aftera baar om het proces in de veilige
the process safety time; demand and before the process positie/staat te brengen nadat het
becomes a dangerous situation? foutsignaal is gedetecteerd en voor- S
dat de gevaarlijke situatie werke-
lijkheid waordt.
1 0 The required SIL and mode of opera- | » Define the risk reduction factor » Geef voor elke afzonderlijke
tion {demand/continuous) for each for each independent safety function | veiligheid functie aan wat de risico
SIF and indicate the gperational mode, reducerende factor dient te zijn.
demand or continuous. Geef daarbij ook de mode van opera-
» Demand Mode: The safety func- tie aan {demand of continuous)
tion is activated if the control sys- » Demand Made: de veiligheid func-
tem cannot control the process vari- | tie wordt alleen aangesproken als
ables within safe process conditions. | veilige proces condities niet langer
» Continuous Mode: The safety gewaarborgd kunnen worden door
function continuously controls the de regeling. S
process condition; a failure in the » Continuous Mode: De veiligheid
SIF will automatically lead to an functie houdt actief {continue) het
unsafe situation. proces in de veilige condities, het
» Define the required SIL. falen van de veiligheid functie leidt
» Define the RRF. direct tot een onveilige situatie.
® Define if the SIF has a high or low | B Wat is het vereiste SlL-level.
demand rate. » Wat is de RRF.
» Bepaal of de SIF een Low of High
demand rate heeft.
1 1 A description of SIS process mea- ® Provide a description of the pro- | ® Geef een beschrijving van de
surements, range, accuracy and.their | cess measurements, the measuring | proces metingen, het meet principe,
trip points principle, the measuring range, the het meetbereik, de nauwkeurigheid
accuracy and the switching points. en de schakelpunten.
» Describe for the SIF which » Beschrijf voor de SIF aan welke
requirements the measuring signals | eisen de meetsignalen moeten vol-
need to fulfil. Consider the type of doen. Denk aan het type meting, het
measurement, the signal, the accu- | signaal, de nauwkeurigheid, de faal- S
racy, mode of failure when the signal | modus bij overschrijden en of onder-
becomes out of range, and the set- schrijden van het meethereik en de
paints. setpoints.
® s there an automatic check of the | B Is er een automatische controle
signal condition during operations? | van het signaal tijdens bedrijf.
1 2 Adescription of SIF pracess output | ® Describe the actions to be exe- ® Beschrijf de acties die doar het
actions and the criteria for success- | cuted by the final elements. corrigerend orgaan uitgevoerd
ful operation, e.q.; leakage rate far | ® Describe the requirements for moeten worden.
valves praper functioning of these final ® Beschrijf wat de criteria zijn voar
elements. {Should the valve be tight | het carrect functioneren van de
shutoff, ar what is the allowable actuatoren. Dient een klep helemaal
leakage rate? lekdicht te zijn of wat is de maximaal S

® Can it be tested before process
start-up, during normal operations,
and what are the actions when acti-
vated by trip condition?

toelaatbare lekkage?

» Denk-aan testen op functie voor
het opstarten van het proces, testen
welke tijdens bedrijf uitgevoerd
kunnen worden en de actie bij het
signaleren-van het event.
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SIS safety requirements IEC

Explanation in English.

Uitleg in het Nederlands.

3 61511-1 clause 10.3.2 What to do. Wat te doen. 6/3
13 The functional relationship between | B Provide the relation between the | ® Geef het verband/de relatie aan
process inputs and outputs, includ- | process input signals {sensors), the | tussen de proces ingangssignalen
ing logic, mathematical functions potential enabling signals, the logic | {sensoren), eventuele vrijgave-
and any required permissive for each | with the decision to intervene and signalen, de logica met het beslis-
SIF the output signals {final elements). moment van ingrijpen en de uit-
» Define the functionality in the gangssignalen {actuatoren).
logic flow schemes and in mathe- » Leg ditvast in logische afloop (3
matical functions. schema’s en in de wiskundige func-
» Determine the architecture of the | ties.
SIF {1002, 2003). » Bepaal de architectuur voor de SIF
{1002, 2003)
14 Requirements for manual shutdown | B Specify if the SIF also needs to be | » Beschrijf of de SIF handmatig
for each SIF activated manually, and if so, spec- | bediend moet kunnen worden, zo ja,
ify the associated conditions. aan welke voorwaarden moet dan
worden voldaan. §
15 Requirements relating to energize or | ® Determine for every SIF if the trip | ® Bepaal voor elke SIF of de “trip”
de-energize to trip for each SIF shall be energized or de-energized. | energized of de-energized uitge-
voerd moet worden. {arbeidsstroom
of ruststroom) S
1 6 Requirements for resetting each SIF | ® What are the conditions to allow | » Wat zijn de eisen voor het
after a shutdown {e.g., requirements | the reset of a SIF after tripping? resetten van de SIF na een trip.
for manual, semiautomatic, or auto- | ® Consider automatic reset, local » Denk aan: automatische reset,
matic final element resets after manual reset or remote manual lokaal handmatige reset, afstand
trips) reset. handmatige reset.
» What activities need to be exe- » Welke handelingen moeten
cuted before the reset can be gedaan worden voardat er gereset 3
applied? kan worden.
» Which checks need to be executed | ® Welke controles moeten uitge-
before the reset is allowed. voerd worden voor de reset.
1 7 Maximum allowable spurious trip » Specify how often at the most the | ® Geef aan hoe vaak de veiligheids-
rate for each SIF SIF may unnecessarily initiate a trip | functie maximaal mag ingrijpen door
due to a failure in the SIF itself. gen fout in de SIF. S

Explanatory note:

G Generic or universal requirements counts for all the SIFs and non-SIF related parts of the SIS.
S Specific requirements are described for each individual SIF.
G+S If both G and S are stated, special requirements also apply in addition to the general requirements.
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SIS safety requirements IEC

Explanation in English.

Uitleg in het Nederlands.

No. 61511-1 clause 10.3.2 What to do. Wat te doen. G/S
1 8 Failure modes for each SIF and » Specify which failures could occur | ® Geef aan welke fouten kunnen

desired response of the SIS {e.g., in the individual SIF functions. optreden in de afzonderlijke

alarms, automatic shutdown) Determine how the SIS can detect veiligheid functies.
potential failures {e.g. using diag- ® Bepaal hoe het veiligheidssysteem
nostics). fouten kan detecteren/dient vast te
» Specify how the SIS should stellen {bijv. d.mv. diagnostische
respond to these detected failures functies).

{alarm or shutdown). » Geef aan hoe het veiligheidssys-
» Describe for each SIF what condi- | teem op deze fouten moet reageren,
tions will initiate a trip. Consider bijvoorbeeld door middel van een
setpoints, accuracy out of range alarm of automatische afschakeling.
detection, loss of electrical power, Beschrijf voor elke SIF onder welke S
loss of pneumatic power, loss of condities de trip zal worden uitge-
hydraulic power. voerd. Denk aan setpoints, nauw-
» Describe what actions are neces- | keurigheid, onder of overschrijding
sary after a trip. Consider local van het meetsignaal, uitval elek-
alarming, remote alarming, start-up | trische voeding, uitval stuurlucht,
of spare unit. uitval hydraulisch systeem.
» Beschrijf welke acties nodig zijn
na een trip. Denk aan alarmering
lokaal, alarmering op afstand,
opstarten reserve unit.
1 9 Any specific requirements related to | ® Describe the manual and auto- » Beschrijf de handmatige en

the procedures for starting up and matic start-conditions or process automatische startvoorwaarden

restarting the SIS actions, and/or procedures for a cold | procesacties en of procedures voor
start, a cold re-start, a restart after | een koude start, een koude herstart,
shutdown during normal operations. | een herstart na uitval tijdens nor- G
Consider removal of products, flush- | maal bedrijf. Denk aan afvoeren
ing of pipelines, inerting of areas product, spoelen van product leidin-
with explosive gasses {e.g. flue gen, inertiseren van explosieve
gasses). gassen. {b.v. rookgassen)

20 All interfaces between the SIS and | » Describe how all interfaces » Beschrijf van alle verbindingen

any other system {including the between the SIS and other process | tussen de SIS en overige besturings-

BPCS and operators) cantrol systems are implemented. systemen hoe deze zijn uitgevoerd.
Consider hardwired, type of bus Denk aan hardwired, type bus- G
connection, secured internet can- verbinding, via beveiligde internet-
nection. Specify also which system | verbinding. Geeft ook aan welk sys-
is the master in the communication. | teem de master is.

21 A description of the modes of opera- | » Describe the modes of the plant » Beschrijf de modi van de plant en

tion of the plant and requirements and the relationship / conditions that | de relatie/voorwaarden welke

relating to SIF operation within each | apply to the operation of the safety | gelden voor de werking van de

mode functions within all the defined plant | veiligheid functies binnen al de
modes, {Start-up, Normal Operation, | gedefinieerde plant modi. {Opstart,

Stop, Flush, Standby, Recovery, Normaal bedrijf, Stop, Spoelen,
Cleaning, etc.) Standby, Recovery, Cleaning, etc.) .

® Think of difference in product,
temperature, pressure, phase transi-
tion {solid, liquid, vapor, gas and
critical phase).

» Describe how the SIF should
respond to the different conditions.

®» Denk aan verschil in product,
temperatuur, druk, faseovergang
{vast, vloeibaar, damp, gas en
kritische fase).

» Beschrijf hoe de SIF moet rea-
geren op de verschillende condities.

13



SIS safety requirements IEC

Explanation in English.

Uitleg in het Nederlands.

blo. 61511-1 clause 10.3.2 What to do. Wat te doen. b/s
“’22 The application program safety » Is the software program according | ® Wordt het softwareprogramma
requirements as listed in 10.3.3 to an approved and structured code. | opgesteld volgens een goedgekeurde
i » Is the software sufficiently pro- en gestructureerde code.
: tected against unauthorized over- » Is de software voldoende bevei- G
A

141

e gp'eefﬁ,eap-orf of any action nec-
hieve or mamta"’?]  a saf

| of the proc
fl@ﬁcr e the necessary actions to

| process conditidﬁs

outputs in t

writing?

D' De cribe-'wfhat actions must be
e_fn if errors argﬂetected in the
affem.system so that the safe state
can be,assfw’é’d

SIF in the event of

24 bﬁk@ﬂ*
? f me. m/vép rted by the SIS
a{lj}g}/wz;ternal testing.

Determine whether dangerous
n occur due to
the simultaneous failure of severalf
n e safety system as a.
esult of ailur.e___.%ﬁ the SIS. This
5 E . P
n lead ecific 1/ 0 allocation,
& Bleed malfunctioning.

{?

-
'a
i~

.-:".-'

5 s
s
£
F
£

ligd tegen onbevoegd overschrijven.

» Beschrijf welke acties m.‘fe n
worden genomen indien fp,u'ge'ﬁ’m
het veiligheid systeemy‘ferden gede-
tecteerd zodat de Yre|||ge staat van
het proces kan worden geborgd.

» Beschrijf de nodige acties welke
de SIF moet uitvoeren bij foutmeldin-
gen die door automatische interne
testen door de SIS worden gemeld.

» Bepaal of gevaarlijke proces con-
dities kunnen optreden door het
gelijktijdig falen van verschillende
uitgangen in het veiligheid systeem
als gevolg van één storing in de SIS.
Dit kan |e|den tot specifie e 1/0 f
allocatle lev Iock &,.HIeef,f‘r

}

A PRACTICAL APPROACH TO A SAFETY REQUIREMENT SPECIFICATION
A PUBLICATION OF THE DUTCH SIL PLATFORM



SIS safety requirements IEC
61511-1 clause 10.3.2

Explanation in English.
What to do.

Uitleg in het Nederlands.
Wat te doen.

G/S

29

Definition of the requirements for
any SIF necessary to survive a major
accident event, e.g., time required
for a valve to remain operational in
the event of a fire.

® Describe whether additional
requirements must be imposed an
the SIF in the event of a possible
incident.

» Consider, for example, extra facili-
ties during a fire to continue to guar-

antee the operation of a valve.

® Beschrijf of er nog extra eisen aan
de SIF gesteld moeten worden in
geval van een magelijk incident.

®» Denk bijvoorbeeld aan extra
voarzieningen tijdens brand om de
werking van een klep te blijven
garanderen

S

Explanatory note:

Specific requirements are described for each individual SIF.
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SRS TEMPLATE

SRS-TEMPLATE FOR A SPECIFIC SIF

TAG NUMBER SIF-12-001 IEC ref. *
SIF IDENTIFICATION /
Document SIF-12-001-SRS.docx s ,-"f ¥

SIF description

HAZOP referencefs)
Other references
HAZARD ASSESSMENT
Safe state of process
PROCESS DETAILS
Design limit to be protected
Process lag time

]
Process state(s) to be avoided

Allowable leak rate of valves

Assumptions/calculations

29-10-2019

Overfill protection of vessel 12-B-301

Report HAZOP-XXX-1Z, item YYY

Cause & Effect Diagram XXX

Block valves in supply line being closed

100% level

0 seconds

Vessel completely empty or completely full

Not applicable {non-TSO)

Maximum filling rate of vessel is 0.2% per second

SIF SPECIFICATION
Required Risk Reduction Factor 20
Mode of operation Low demand
Max. SIF response time 13 seconds
Mean Time To Repair 48 hours
16 AR e ok 0
ey 2



TAG NUMBER SIF-12-001 IEC ref. *
ifErnerg"jzé/de—energize to trip De-energize to trip 15
Reset SIF after a tivation Manual 16

Maintenance Overrides Yes

e

g




REMARKS ON SRS REQUIREMENTS

These SRS requirements are split in generic and specific
requirements; the generic requirements are applicable for all
SIFs and should be documented in a common technical speci-
fication / narrative for a process unit or plant; the specific
requirements can be different for each specific SIF and are cov-
ered in the SRS template above for each individual SIF.

The risks of cybersecurity, human factor, software updates and
unexpected failures are not covered by the 29 items listed in
section 2a but should be added in the generic part of the SRS
as well.

Examples for item 26:

e |/0 allocation for outputs (and inputs) e.g., double block and
bleed valve combinations, pump and spare pump combina-
tions, double block valves depending on voting (1002 or
2002).

e Computer-HAZQP study to evaluate the Logic Solver redun-
dant power supplies, fuses, busses, and fiber optic convert-

4

Process Safety Time definition in the SRS:
e Process Safety Time (PST) in the SRS is defined as the time
between the trip setting and the design limit.

Process Safety Time definition according to IEC 61511-1:

|[EC 61511-1, section 3.2.52.1: Process safety time is defined as

the time period between a failure occurring in the process or

the BPCS (with the potential to give rise to a hazardous event)
and the occurrence of the hazardous event if the SIF is not per-
formed.

e Note: This is a property of the process only. The SIF has to
detect the failure and complete its action soon enough to
prevent the hazardous event, while taking into account any
process response time (e.g., cooling of a vessel) and a safety
margin time (e.g. 25% of Process Safety Time).

ers, etc.
) Process Safety Time according IEC 61511 |
- - >
e Process Safety Time (PST) >i Design Limit
B B P PP P T T S TN v iresfiossseescespeecsgtecsrorserdiotossreccscs
1 PR
1 ’/ 1
1 3 1
L St ’ Safety Margin
: :
IR BT o P R, e T i R e b i R A KNI g R ST, AR
1 1 1
1 ’ 1 1
1 f 1
: 1 . i
1 1 1
i ; d
1 1 1
1 1 1
1 1 1 ]
1 1 1 1
1 1 f 1
1 1 U
; - : : .
: 1 1 1 Trip Setting (HH)
o 1 i PRI, ot o
RS S e R R | ! ' |
s 1 1 : 1
@ ; ) ] : Alarm Setting (H)
ﬁ ....................................... 4 1 1 BThe S iiie s oo s AP is S o rre o o sl BaEn e o
= 1 1 : 1
g 1 i : - Normal Operating
w 1 1 1
& ! ! ' ! condition
Q 1 1 1
E 1 1 : 1
= ' i i :
1 1 1 1
- 1 ] I 1
Time > ! SIF I Process I Safety :
response response margin
Pro_ce_ss time time time Process
deviation safe state

I SIF respons time = sensor response time + logic solver response time + final element response time
(i.e. time between receipt of signal and full closure or opening of final element).
=< Process Safety Time — Process Response Time — Safety Margin Time

A PRACTICAL APPROACH TO A SAFETY REQUIREMENT SPECIFICATION
A PUBLICATION OF THE DUTCH SIL PLATFORM
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EXPLANATION OF ADVANTAGES
AND DISADVANTAGES
OF SRS FORMATS .

METHODS

\WORD
FORMAT

Several methods of documenting an SRS are available.
This section compares them:

P Word format

P Excel format

» Combi of Excel / Word format
I Life cycle tools like aeShield, Dymenzions, exSlLentia

A Word format is useful for a flat simplified list of data combined
with text. Standard formats in Word should be created with fixed
defined fields to fill out the 29 requirements. To get standardized
data and to improve the speed of filling out a form, pull down menus
/ Macros could help. This might lead to quite complex Word formats.

Advantages:

» No additional Software license fees needed.
» Minor training needed.

B Local knowledge improving.

Disadvantages:

I Inconsistency of data could be a threat due to storage of the same information on differ-
ent forms / platforms.

P Incase of an MOC a lot of different documents might need to be updated.

» Handover of information for Design, Verification and commissioning is time consuming.

» Authorization of changing documents needs organization.

19



EXCEL An Excel format is usef.ul for a more structured way to.handle _SRS
data. Standard formats in Excel should be created with fixed defined
FURMAT fields to fill out the 29 requirements. To get standardized data and to
improve the speed of filling out a form, pull down menus / Macros

could help.

Advantages:
No additional Software license fees needed.
Minor training needed.
Local knowledge improving.

Disadvantages:
Inconsistency of data could be a threat due to storage of the same information on differ-
ent forms / platforms.
In case of an MOC a lot of different documents might need to be updated.
Handover of information for Design, Verification and commissioning is time consuming.
Authorization of changing documents needs organization.

COMBI UF Excel format will be filled out. By means of a macro a Word format

EXCEL AND is generated.
WURD Advantages:

No additional Software license fees needed.
FURMAT Minor training needed.

Local knowledge improving.

Consistency of data is improved.

Generation of SRS Word format is less time consuming.

Disadvantages:
Inconsistency of data could be a threat due to storage of the same information on differ-
ent forms / platforms.
In case of an MOC a lot of different documents might need to be updated.
Handover of information for Design, Verification and commissioning is time consuming.
Autharization of changing documents needs organization.

A PRACTICAL APPROACH TO A SAFETY REQUIREMENT SPECIFICATION



LIFE CYCLE
TOOLS

A life cycle tool could cover the complete or a part of the entire
Safety Lifecycle: PSA, PHA, HAZOP, Risk Classification, allocation,
LOPA, SRS, mechanical safety, instrumental safety, procedural
safety, explosion safety, operate and maintain, calculation, verifica-
tion and MOC.

Typical examples for lifecycle tools are
aeShield, Dymenzions and exSlLentia.

Advantages:

I Inconsistency of data can be improved by using a centralized database.

I Incase of an MOC only the relevant data is changed once and will be updated automati-
cally on the several information formats.

I Time taken for handover of information for Design, Verification, commissioning, planning
and execution of testing is reduced.

I Optimization of working procedures by automatic hand over of information from PSA,
HAZOP to Risk Classification, Allocation, LOPA, SRS, Design, Verification, Validation, main-
tenance, planning and execution of testing.

I Dashboard functionality can give real-time information on compliance.

Disadvantages:

P Software license fees.

I Training needed for all engineers.

I Sustainabhility of the software.

I Changes in the standard need to be followed.

21
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